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Abstract. Vehicular ad hoc networks (VANETs) enable 
exchange data among the vehicles and roadside access points 
(APs), and are essential in the intelligent transportation system 
(ITS) applications. VANETs support various ITS applications 
through different types of communication mechanisms, 
including vehicle-to roadside (V2R) and vehicle-to-vehicle 
(V2V) communications [3]. V2R communications involve data 
transmissions between vehicular nodes and roadside APs. 
vehicle-to-roadside (V2R) communications for a vehicle that 
aims to upload a file when it is within the APs’ coverage ranges, 
where both the channel contention level and transmission data 
rate vary over time. The vehicle will pay a fixed amount each 
time it tries to access the APs, and will incur a penalty if it cannot 
finish the file uploading when leaving the APs V2V 
communications only involve data exchanges among vehicular 
nodes. For both types, we can further classify the 
communications as either single hop or multi-hop. cellular 
networks  GPRS, 3 G, provide Internet connection but expensive 
cost. Wi-Fi, based on IEEE 802.11, is another technology to 
provide wireless connectivity. Wi-Fi networks are considered as 
a promising technology to offload cellular networks. However, 
there pose many challenging problems in highly dynamic 
vehicular environments for Wi-Fi networks .In Existing system 
single AP communicate with the client  due to the limited 
coverage of each single AP, a client suffers from frequent 
connection disruptions caused by handoffs and re-associations. 
In Proposed system the Group of APs communicate with the 
client to support the seamless and efficient Wi-FI based Internet 
access from moving vehicles. VANET is expected to 
significantly improve the security of our transportation systems.  
In This paper to analyze the security algorithm and which one is 
suitable for the vehicular ad-hoc networks. 

Key-Words: Vehicular Ad-hoc network, Internet Access, ACK 
detection, Vehicle, AES, WIFI, AP 

1. Introduction 
 

1.1 Vehicular Ad Hoc Networks 

A Vehicular Ad-Hoc Network or VANET is a 
technology in that moving vehicles act as nodes in a network to 
create a mobile network. In VANET every nodes are 
participating vehicle into a wireless router. Some measurement 
studies are previously undertaken to understand feasibility of 
using Wi-Fi for VANET communication. WiMAX  is one of 

possible another technology for next generation mobile 
networks.  

Intelligent Transportation System (ITS) cover the 
remote sensing and communication technologies to improve 
safety and to make journey enjoyable. National strategy, for 
improving security, safety, efficiency and comfort, of every 
nation. Mobile WiMAX is a suitable wireless technology for 
networked vehicular applications because of its mobility support 
at vehicular speeds and its inherent wide coverage, which 
minimizes rate of handover and thus data loss due to disrupted 
communication. Apart from vehicular mobility, terrain over 
which network is deployed will also impact network due to its 
effects on wireless signal propagation.  

Vehicular wireless communications and vehicular ad 
hoc networks are nowadays widely identified enablers for 
improving traffic safety and efficiency. A vehicular ad-hoc 
network (VANET) is a communication technology for vehicle 
to vehicle (V2V) which is one of the mobile ad-hoc network 
(MANET) applications, vehicular to infrastructure (V2I) and 
vehicle to roadside (V2R). Apart from safety measures, VANET 
also provides value added services like email, audio/video 
sharing etc, [5]. 

Large number of suggestions for vehicle-to-vehicle 
(V2I) and vehicle-to-infrastructure (V2V) communication have 
been presented. Communication between cars will be arranged 
in an ad hoc manner, supported by wireless base station 
connection to backbone network whenever possible.   

The IEEE 802.11p, also known as Dedicated Short-
Range Communication (DSRC), intended for vehicular ad-hoc 
networks (VANETs). Currently this is the only standard with 
support for direct vehicle-to-vehicle (V2V) communication [6]. 
The original DSRC standards, which are found in Europe, Japan 
and Korea, are more application-specific standards containing 
the whole protocol stack with a physical (PHY), a MAC and an 
application layer. 

A vehicular ad-hoc network (VANET) is neither a 
restricted geographical area, nor can it be made predictable by a 
central controller due to its highly dynamic characteristics and 
requirements on low delay. Traffic smoothing only reduces the 
average delay and the main problem with unbounded worst case 
delay remains. The problem with potentially unbounded channel 
access delays when using CSMA could be to use STDMA (self-
organizing time division multiple access), a decentralized, yet 
predictable, MAC protocol  with a finite channel access delay, 
making it suitable for real-time ad-hoc vehicular networks. 

Vehicular ad-hoc network (VANETs) is a spontaneous, 
unstructured network based on direct vehicle-to-vehicle (V2V) 
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communication and its topology is changing constantly due to 
high mobility of vehicle nodes on highway road. In VANET it 
is harder to deploy a MAC scheme that is relying on a 
centralized controller, for example TDMA (time division 
multiple access), FDMA (frequency division multiple access) or 
CDMA (code division multiple access).  

 

 

 

Fig. 1. Vehicular Ad Hoc Networks 

It shows the various Vanet communication of the vehicle to 
vehicle communication and the vehicle to roadside 
communications. A vehicular ad-hoc network (VANET) is 
neither a restricted geographical area, nor can it be made 
predictable by a central controller due to its highly dynamic 
characteristics and requirements on low delay.  

Traffic smoothing only reduces the average delay and 
the main problem with unbounded worst case delay remains. 
Vehicle -to -vehicle communication real-time requirements on 
the MAC protocols when used in vehicular ad-hoc network 
environment system for low-delay traffic safety applications. 

 The two different MAC protocols are evaluated by 
means of computer simulations: the MAC protocol in 802.11p, 
CSMA and a solution potentially better suited for decentralized 
real-time system, namely STDM, First an introduction to the 
concept of MAC protocol is given with the functionality 
descriptions of CSMA and STDMA.   

Real-time systems such as traffic safety applications, 
call for a deterministic MAC protocol. We define a deterministic 
MAC protocol method to be a scheme for which the time from 
channel access request to channel access has a finite upper 
bound.  

VANETs can realize various new applications to 
optimize the vehicle traffic, provide infotainment to passengers, 
and enhance the public safety for drivers and pedestrians.  

Most of the VANET high priority safety applications 
require that each vehicle broadcasts information related to its 
current speed, acceleration, heading, etc., to all the vehicles 
within its one-hop neighbourhood [6]. 

A reliable one-hop broadcast service in a VANET 
scenario, while supporting multichannel operation to comply 
with the seven dedicated short range communication (DSRC) 

channels allocated by the Federal Communication Commission 
(FCC) for vehicular communications.  

Vertical Handover algorithms used for seamless 
connectivity in heterogeneous wireless network environments, 
and in particular adopt them in VANETs, where V2V and V2I 
represent the main communication protocols. The basic features 
of Vertical Handover (VHO) in the general context of a hybrid 
wireless network environment, and it discusses how decision 
metrics can affect handover performance.  

 
 

 

2. Related Work  
 

In the existing work, there are many papers that focus 
on the AP communication a suitable solution for cellular traffic 
offloading. However, it is still challenging to provide Wi-Fi-
based Internet access for users in moving vehicles [3], [5]. The 
reasons are elaborated as follows. First, channel condition in a 
vehicular environment is usually harsh owing to severe multi-
path fading, interference, and noise, which results in high packet 
loss rate. Second, since a client moves at a vehicular speed, it is 
extremely difficult for it to be always associated with the most 
appropriate AP. Third, due to the limited coverage of each single 
AP, a client suffers from frequent connection disruptions caused 
by handoffs and re-associations.    

In the centralized setting, the AP schedules the 
transmissions from different vehicles based on some predefined 
criteria [5]. Hadaller et al. in proposed a scheduling protocol that 
grants channel access to a vehicle that achieves the maximum 
transmission rate. Analytical and simulation results showed 
significant overall system throughput improvement over a 
benchmark scheme. Zhang et al. in [6] considered the case 
where roadside APs only store the data uploaded by the vehicles. 
Scheduling priority is determined by two factors: data size and 
deadline. A request with either a smaller data size or an earlier 
deadline will be served first. Alcaraz et al. in [12] considered 
both uplink and downlink scheduling of non-real-time traffic for 
non-safety applications. The scheduling problem was 
formulated as a constrained linear quadratic regulator design 
problem that aims to reduce the residual queue backlog for each 
user. However, because centralized resource allocation is not 
scalable due to its computational complexity. 

Currently, networks (both wired and static) have only 
been available in hot-spots, commercial buildings, or homes. 
Consumers are beginning to demand access anytime from 
anywhere including an automobile. They want wireless Internet 
access whether shopping at the mall, waiting at airport, walking 
around town, or driving on highway. They want to have ability 
to surf the Web, download files, and have real-time video 
conference calls and other tasks, through a wireless 
communication connection to Internet with same data rates as 
their desktop.   

Hybrid architectures have been recently proposed to 
exploit both the low cost of IEEE 802.11p and the wide range 
low latency communication of the cellular technologies. Some 
of these works [7], [9], [10] focus on the usage of the hybrid 
architecture for more efficient clustering demonstrates the usage 
of the cellular communication signaling in the hybrid 
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architecture; [30] exploits the usage of the centralized 
architecture of the cellular communication to reduce the 
clustering overhead; [35] proposes a new protocol based on the 
selection of a route with the longest lifetime to connect to the 
wired network for services such as driver information systems 
and Internet access. On the other hand propose a cluster based 
hybrid architecture for message dissemination. In this hybrid 
architecture, the cluster members communicate with the cluster 
head by using IEEE 802.11p and the cluster heads communicate 
with the base station by using cellular technologies. The goal is 
to minimize the number of cluster heads communicating with 
the cellular network. Decreasing the number of clusters reduces 
the cost of using cellular infrastructure by lowering both the 
amount of communication with the base stations and the 
frequency of hand-off occurrences at the base station. 

 
          Internet access from moving vehicles. With a rapid 
growth of demand for Internet access from moving vehicles, 
researchers come up with a number of solutions based on the 
cellular networks or the WiFi networks. MAR is a cellular based 
solution, while MobTorrent and Wiffler jointly consider cellular 
networks and WiFi networks by utilizing their complementary 
functions.  

MRD [14] recovers a frame from multiple erroneous 
copies of the frame without retransmission in enterprise WLAN 
deployment. Our previous work [17] represents a network-
leading association scheme for WiFi-based wireless mesh 
networks (WMNs). In [15], the access interfaces of all the mesh 
APs are set to the identical MAC address, IP address, ESSID 
and channel, thus multiple APs can receive packets from a 
client. To reduce transmission redundancy and avoid ACK 
collisions, the most appropriate AP is selected adaptively to 
forward the packets to the gateway, and return ACKs to the 
client. The ACK functions of other APs are disabled for the 
client. Similar to [19], APs in OmniVoice [20] also broadcast 
the same ESSID and MAC address in their beacons, but the 
ACK collision issue is not considered in this scheme. In [13], a 
protocol called ViFi opportunistically exploits AP diversity to 
minimize disruptions of mobile services. In this protocol, a 
vehicle designates one of the nearby APs as the anchor, which 
is responsible for the vehicle’s connection to the Internet. Other 
nearby APs are selected as auxiliaries. The transmitter uses 
MAC-layer broadcast so that packets can be received by 
multiple APs. Hence, it has to send packets at the lowest bit-rate 
in broadcast, which leads to longer channel holding time. If an 
auxiliary overhears a packet, but has not heard a customized 
ACK within a small window, it probabilistically relays the 
packet to the anchor. The transmission from the auxiliary to the 
anchor incurs extra delay and overhead.  

Design of Third Generation (3G) security is based on the 
practical experience with Global System for Mobile 
Communication (GSM) security and, to a lesser extent, 
experiences with the security of other second generation cellular 
systems. Design of the Evolved Packet System (EPS) security 
architecture follows the same principle of maximizing, from a 
system point of view, the synergies between security functions 
and other functions. EPS is introduced in 3GPP family with 
remarkable improvements compared to 3G and GSM security 
mechanism, such as a new radio interface and an evolved 
architecture for both the Access and the Core Network parts. 

EPS security mechanism uses two ciphering algorithms: 
SNOW-3G which is a stream encryption method and Advance 
Encryption Standard (AES) which is a symmetric-key algorithm 
with different block and key sizes. This research will explain 
current EPS security mechanism with AES algorithm and what 
kind of improvements can make data more secure wile 
transmission. The entire EPS security mechanism will be 
implemented in MATLAB. Also new security architecture of 
EPS with possible improvements will be implemented in 
MATLAB. Basically, this development tool will show the 
results of EPS mechanism after making the changes. 

The main reason of using several keys are produced id to 
provide key separation and to protect the underlying shared 
secret key K. in UTRAN and GERAN, the same keys are used 
for control signalling and user traffic. EPSAKA process 
between UE and MME as well as key generation algorithm is an 
essential part to for to complete this project. Hence, the authors 
provide details about EPS-AKA mechanism and key generation 
algorithm.  

 

Fig. 2. Encryption Structure 

This technology report has mentioned that in the LTE, 
encryption and integrity protection algorithm based on SNOW-
3G and Advance Encryption Standard (AES) are standardized. 
While those two algorithms each provides full security, two 
standard algorithms that differ in basic structure are used in 
3GPP so that even if one algorithm is broken, the other can be 
used for continued secure use of the LTE system. 
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Fig.3. Encryption/Decryption of User/Signaling Data 

 The EPS confidentiality algorithm EEA2 uses the block 
cipher AES as a kernel. Moreover, UEA1 based on KASUMI 
algorithm and EEA2 based on AES algorithm were apparent as 
proper choices as of fulfilling all security requirements for EEA 
and UEA individually. The combination of all these parameters 
and key make EEA algorithm operation succeed. The output is 
called Keystream Block. Then after stream cipher will come in 
the operation sequence. A stream cipher will XOR Key-stream 
block and plain text and get the result as Cipher Text. A cipher 
text will be send to the receiver. On the receiver side,a Key-
stream Block is or has already ready to get XORed with Cipher 
Text and get Plain Text back. 

 

3. Proposed Work 

3.1 Architectural view 

          A road is completely covered by open WiFi access points 
(APs), and coverage of each AP may overlap with others. Each 
AP is equipped with two interfaces; one is for client access 
based on WiFi, while the other uses wired or wireless medium 
to form a backhaul. Hence, the backhaul can be either a local 
area network (LAN) or a wireless mesh network. The backhaul 
connects to the Internet through a gateway. It is assumed that 
both bandwidth and reliability of backhaul links are higher than 
that of access links, and packet loss in backhaul is negligible. 
Moreover, only the traffic between clients and the Internet is 
taken into account in this paper. When APs have established 
routing paths to the gateway, the backhaul is organized into a 
tree topology with the gateway as the root and APs as leaves. 
          If multiple APs receive a packet, each of them will 
transmit an ACK after a period of short inter-frame space 
(SIFS).These multiple copies of ACKs may collide at the client. 
Hence, a new scheme is designed to handle such collisions. In 
the new scheme, the ACK decoding is enhanced with ACK 
detection, which is described in Successful receptions of 
multiple APs may also incur redundant transmission in the 
backhaul. A strategy of dropping duplicate packets as early as 
possible is taken to reduce such redundancy.  

        The vanet is created with the number of vehicles node and 
multiple Ap in roadside the vehicles are created with mobility 
features. The clients in the network will access the internet by 
using a backhaul link through a gateway node. Only through the 
gateway the internet is accessed by the clients. If multiple APs 
receive a packet, each of them will transmit an ACK after a 
period of short inter-frame space. These multiple copies of 
ACKs may collide at the client. Hence, a new scheme is 
designed to handle such collisions. In the new scheme, the ACK 
decoding is enhanced with ACK detection, which is Successful 
receptions of multiple APs may also incur redundant 
transmission. A strategy of dropping duplicate packets as early 
as possible is taken to reduce such redundancy the overhead 
caused by AP diversity. 
 

 
 

 
Fig. 4. Architecture of internet access from moving vehicle 

      
The AP communication will perform the client send 

request to the AP in the multicast manner that is request is 
forwarded to the multiple AP. For the transferring of data, uplink 
and downlink communication are performed in the network. The 
ACK detection method will be performed for to avoid collision 
in the group of AP. The communication in the vanet network 
needs high security for providing the secure message 
transmission. The encryption mechanism is used for the uplink 
process in forwarding message. After reaches the client it 
performs decryption process. This will enhance the message 
security. 
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The performance of the Existing system is compared with 
the proposed system the following metrics will be compared 
packet delivery ratio, Throughput, Delay 

 
3.2 Advance Encryption Standard Algorithm 

  AES does process 128-bit input at a time and that should 
be the standard according to National Institute of Standard and 
Technology (NIST). Hence, the plain text has to be separated in 
128-bits block by encryption to encrypt payload with AES-CTR. 
The final block can be less than 128-bits. 
Algorithm 1: Encryption process occurs 
PT = PT [1] PT[2] … PT[n] 
The key-stream T is 128-bits as explained above, 
T: = COUNT || BEARER || DIRECTION || 026 || T0 
Where T0 represents 64 bits zeroes. 
FOR i := 1 to n-1 
CT[i] := PT[i] XOR AES(T) 
T0 := T0 + 1 
END 
CT[n]:= PT[n] XOR TRUNC (AES (T)) 

AES ( ) does encryption of key-stream with Cipher Key 
CK. AES (T) is TRUC ( ) operation which will truncate the last 
plain text as of its size and return the most significant bits in 
truncate mode. Cipher text is the XOR result of plaintext and 
Key-stream Block of AES operation. The above algorithm 
process and truncated AES operation 

   EPS Encryption algorithm has explained in last section, 
especially EEA2 algorithm mechanism. It has to be noticed that 
the plain text is only XORed with the key-stream block and get 
the cipher text by using CounTer Mode. The idea of stream 
cipher is based on simple but yet secured cipher called the one-
time pad. Stream cipher is calculated 

EPS uses only XOR operation to get plain text ciphered. 
Now, another key which we propose is generated as CK2 and 
dynamic bit wise rotation operation which is dependent on 
identifier we used in our new proposed algorithm mechanism. 
In algorithm, we do the encryption of n plaintext blocks as 
shown in Algorithm 2. 

 

 
 

Fig. 5. Ciphering Algorithm Mechanism on Sender Side  

          The sender will transmit cipher text to the receiver. At the 
receiver side the plain text will get back by apposite operation 
of encryption. Here, it has to be noted that deciphering operation 
also uses AES encryption algorithm to decrypt the cipher text. 
The decryption of n cipher text blocks can be summarized below 
in Algorithm 3. 

 
Algorithm 2: encryption of n plaintext blocks 
1: IF identifier = “0001” 
2: Then 
3: Key-stream[i]:= PT[i] XOR AES ( ) 
4: Key-stream Block: = Rotate Key-stream[i] 1 bit to 
right 
5: Cipher Text[n]:= CK2 XOR Key-stream Block 
6: IF identifier = “0010” 
7: Then 
8: Key-stream[i]:= PT[i] XOR AES ( ) 
9: Key-stream Block[j]: = Rotate Key-stream[i] 2 bits to 
right 
10: Cipher Text[n]:= CK2 XOR Key-stream Block[j] 
11: END  

 
 
Algorithm 3: decryption of n cipher text blocks 
1: IF identifier = “0001” 
2: Then 
3: Key-stream[i]:= Cipher Text[i] XOR CK2 
4: Key-stream Block[j]: = Rotate Key-stream[i] 1 bit to 
left 
5: Plain Text[n] := AES ( ) XOR Key-stream Block[j] 
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6: IF identifier = “0010” 
7: Then 
8: Key-stream[i]:= PT[i] XOR CK2 
9: Key-stream Block [j]: = Rotate Key-stream[i] 2 bits to 
right 
10: Plain Text[n]:= AES ( ) XOR Key-stream Block [j] 
11: END 
 
          The one-time pad is secure. On the other hand, the one-
time pad has one major weakness: secure transport or storage of 
the key becomes as demanding a task as secure transport or 
storage of the plaintext itself. But still one main advantage of a 
stream cipher is the fact that the mask bit stream can be 
generated in advance, even before the plaintext is known. This 
helps avoiding delays in the communication. Another advantage 
is that the number of erroneous bits in the ciphered message 
introduced by a noisy channel equals the number of erroneous 
bits in the recovered plaintext; whereas, for a block cipher, one 
bit error in a ciphered block typically renders the entire block of 
recovered plaintext unintelligible. This is the reason why stream 
ciphers are often used for channels with relatively high bit error 
rates, such as radio channels.  

The AES Cipher_hex is the output of AES ciphering which 
is Rijndael ciphering algorithm. AES will occur with CK1_hex 
and Key-stream_hex which are described above. An Identifier 
is the selection of whether EEA1 or EEA2 algorithm. Here, 
identifier is 0010; therefore the system will select EEA2 security 
mechanism. Cipher text is the final output of algorithm therefore 
it can be anything in ASCII code such as numbers, symbols or 
alphabetic characters. Here, Cipher Text is the result of 
ciphering “LTE security is an essential part of latest 
communication system”. Now cipher text will be sent over the 
other end of the network.  

The mask will be ready before the cipher text arrives to the 
receiver side. The AES Decipher Hex is the output of AES 
decryption operation. Eventually, this decryption process is not 
in use in EEA structure. Plain Text (PT) is the output at receiver 
side after decryption operation of the AES-stream cipher,AES-
CTR. These both output results can be compared with the input 
parameters. 

  

Fig. 6. Authentication process using AES 
 

 
          The main advantage of AES encryption for key stream 
rather plaintext or cipher text is, a mask will get ready before the 
cipher text comes at the receiver side. Also the key CK2 will be 
ready even before the cipher text comes. This method does save 
time compare to using AES algorithm directly for plain text. The 
second Cipher key2 (CK2) is the result of XOR operation of 
three inputs. Therefore it is one way process and not possible to 
get any input component of CK2 key generation algorithm. If an 
attacker tries to get plaintext by breaking this algorithm, he has 
to go through XOR operation of CK2 and key-stream block 
which is rotated bitwise. It is kind of impossible to get Cipher 
Key2 since it will not be shared by UE and eNB.The XOR and 
bitwise operations do not take as much time as AES and also 
increase the complexity in the security mechanism. 

 
4. Performance Analysis 

    To study the performance of the proposed model, the 
Interval between successive transmissions, the Packet delivery 
ratio, Throughput, delay, are explained and implemented over a 
simulated model of a vehicular ad-hoc network. The scenario 
was studied over both the Existing and the proposed system 
model. Compared to the Existing system the proposed will 
increase the packet delivery ratio, throughput and reduce the 
delay time and packet loss process. 

4.1 Interval between successive transmissions 

Interval between successive transmissions is main 
responsibility of both Existing and Certificate proposed system. 
The graph shows the Existing successive transmission and the 
proposed successive transmission without having the packet 
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loss. The proposed successive transmission will be higher 
compared the Existing system. 

 
Fig. 7.Interval between Successive Transmissions  

 

4.2 Packet Delivery Report 

Time taken to deliver the packets between Existing and 
the proposed system. Fig.8 shows packet delivery ratio with 
respect to time. In that the Existing single Ap has very less 
delivery ratio when compared to Proposed group of Ap. 

 
Fig. 8. Packet Delivery Ratio 

4.3 Delay 

The delay time for packet delivery between the Existing 
and the proposed system with respect to time. Fig.9 shows 
that the delay difference with actual time for packet delivery 
between Existing and proposed. 

 

Fig.9. Delay 

4.4 Throughput 

Throughput is the total size of data packets properly 
received by a destination node each second. Fig.10 shows that 
the network lifetime is varying with respect to network size 
along with increasing number of mobile nodes.  

 
Fig. 10. Average Remaining Energy Vs Time 

4.5 Packet Loss Process 

Fig.11 shows the comparison of time versus control 
packet overhead. The network life time is plotted against the 
packets travelled in the network. As the time increases, 
automatically the control packet overhead is comparatively less 
in proposed model.   
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 Fig .11. Packet Loss Process 

5 Conclusions and Future Scope 

            In this paper, a new concept is introduced provide 
security for the vehicular network. The Existing system the 
single AP communicate with the client so frequent 
disconnection was occurred the proposed system the group of 
AP communicate with the client each AP will be overlap with 
another AP. To provide the security for the vehicular networks 
the AES algorithm will be used.  The main advantage of AES 
encryption for key stream rather plaintext or cipher text is, a 
mask will get ready before the cipher text comes at the receiver 
side. Also the key CK2 will be ready even before the cipher text 
comes. This method does save time compare to using AES 
algorithm directly for plain text.The performance analysis will 
explain the compared to the existing system the proposed system 
will increase the packet delivery ratio, throughput, and reduce 
the delay time and the packet loss process. The Future scope of 
the paper is the congestion will be occurred to access the internet 
in the vehicular networks to avoid these congestion to add the 
various mechanism in future work. 
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